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Exabeam╘ User and Entity Behavior Analytics (UEBA / UBA) ᾎ◑╥ ͒ᴛḶ ᵙҗ╪ᶒ,
UEBA/UBA ḿҗ אַ ʺ◑ ᵤ╪ ἹᴴἪ╙ ̯ ͙‰

* ἒᵞЦҵ: 2013

* ἹᴴἪ ᾎЦҵ: 2015

⅝ל ▫ Ợ

2016 IBM Beacon Award
Outstanding Security 
Solution

2015 Gartner Cool Vendor
Security Intelligence

Network Products Guide IT World Awards 2016
Gold ςInnovative Company of the Year
Gold ςHot Companies
Silver ςNew Products and Services
Silver ςBest IT Company of the Year (Software)
Bronze ςInsider Threat Detection and Solutions
Bronze ςStartup of the year (founded 2013)

Network World Asia, 
Information Management 
Awards 2016
Most Promising User Behavior 
Analytics Solution

Dark Reading Top 20
Cyber Security Startup

Silicon Review Top 10
Analytics Companies

CRN Emerging Vendor Awards 2015
WinnerτEmerging Security Vendor 
Award

Cyber Security Excellence Awards 2016
FinalistτMost Innovative Cybersecurity 
Company

ⱠⱳỢ ἵˌ
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Exabeam╪ ḕגṒѤ ṒΌ ─

Л √ ἶҵ

ṒΌҵ̯ ҥ╪
ᵙ װ

ṒΌ◑ẋ
(Security Tools)

♬ ḓ ᾎ͎ѱ ͙ḙ Ą ѫתּ ṪἍ╥ ⅝Ἓ ҍשּ

1Gb          Ą 10Gb          Ą 40Gb          Ą 100Gb
Л √ & 
‡ ᵙ ╪Ἢ
╬ ג

ừ ╩ᾌ╢ ṥⱱ

Л √ ̆ҵ ᴛ ╬ ṒΌ◑ẋ╥ ᵙ ἶҵ Ṓѻ
͒˳ ˪ ʷצּ Ѥ ṏῶ╧Ḽ ╢ ‗

╪ᴛ ╬ ϿṨ ṒΌ ─ ⁄תּ ₓם ᾋʹ╧ ἲ⅔Ӈᶒ, 
ṒΌ ♣ᶷʺ╥ ỮἝ ṪἍ╪ ⅝
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ṒΌ ─ ╥ ṕֿפ♠╬ ṉ é

Name SSN UserID Password

Robert Alda 444- 44- 3434 balda 1SoCrazy

Janice Altman 343- 44- 3444 Jaltman ILikePuppies

Donald Bateman 234- 22- 3436 batemand ULikePuppies

Darian Bateman 596- 64- 4787 bateman2 Password

Florian Dateman 965- 34- 1284 fateman admin2

̐˛:
SQL Injection Ѿ▀ ̑˶╙

ˌ╬♬Ṓ ᾎҵ

◐:
APT ╥ ̑˶╘ ϿṨ Л √ ⁄Ἄ נ₡
͙ʼҿΌ ױ⁴ ᾅ /Ѿ́/́♬╙
ˌ╬♬Ṓᵑ ᵑ ᾎҵ ᶒ,╪ױ ̑˶╙
͙Ⱶ ṒΌ ◑ẋ⁄Ἄ ᴷ/ᾎ͎Ў ͙ḙ╖ᴛ
תּ Ѥ ˦╘ ́ʺ ▓╛
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Ựᴛ⇔ṒΌ─ ṪἍҥ╪ ╥ ⅝Ἓ

168.10.12.01 Ʀ3%,%#4 UserId , 
SSN, Name, FROMƛ

04/12/2016 12:06:45

ыʺ?

ᶴ″╙?

…Ⱡ?

┬♇ ͙ḙ╥ ᾎʼҍ Ṋ
ñἝἪŘ ҥ╪ ᵑ ͙ḙ╖ᴛ
҉ ┬♇╥ ─╥ ẋ♬Ữ

┬ᶴ תּ

̐˛:
ˠ Ṋ ṒΌ ╪ḿ ͙ḙ
ṒΌ҅҉▫ʺ ҉ ᴛ͎₮ ̕ᴐӈ
ʺ♠╬ ṒΌ ╪ḿ ₮╥ Ữ̕ ́̕
ṪἍ ⅝

шʷ?  ᶱ ╖?  †♫?

168.10.12.10 Ʀ3%,%#4 UserId , 
SSN, Name, FROMƛ

04/12/2016 12:08:50

168.10.12.14 Ʀ3%,%#4 UserId , 
SSN, Name, FROMƛ

04/12/2016 12:10:43
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ṒΌ╪ḿ ᴛṨ ┬♇ἝἪ♬ṒỸἛ

BARBARA SALAZARBARBARA SALAZAR

+15

+15

User Session ■Ҽ ỵἘ1

Å Л √ ◑ẋ/ṒΌ ◑ẋ╥ ╪ḿ ᵑ ͙ḙ╖ᴛ ᶛӧ Ợ↔▫ Ṋ
ἝἪ ♬Ṓ ▫ҿ ỸἛ

┘♄ ṇ ⌐ ṧἊ2

Å ♬Ữ ─/ẋ♬Ữ ─ ṪἍ╙ ─ ἝἪ ♬Ṓ ṪἍ

Ẉ♩ừ ⌐ קּ Ḑ ṏῶ ⌐ ᾂ „ᵝ3

Å ┬♇ Ṋ ẋ♬Ữ ─ תּ ḓ ṒΌ ─ ♩ὡ
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EXABEAM
S E C O N D S

2 WEEKS

ṏῶ ‭ᶱ ỵỢἘ ừ

ṒΌỢ̆ḛỸᾎṒΌ ⁄ἌѤ SIEM ֞ ѤˌṊṒΌ◑ẋ⁄ἌỸἛӈ╪ḿ ὡ︡╙

ὡ▬‰╖ᴛỮ́̕̕ṪἍ╙ὡ ⁴ ἵὡ▀ ~ ҍὡל╥ṪἍ͙ʼ╪ἵ⅝ӊ

ṒΌ ‰ᶴ ═͏ҍ
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ᾎʼҍṊ┬♇ἝἪ͙ḙṪἍ

Exabeam╘ ṒΌ ─ ╪ ▓Ѥ ẋ♬Ữ♠╬
─⁄ ҍ ṪἍ╙ ὡ ▓ҵᴜ ▫ҿ╖ᴛ

ῷמ₮ ˉ╘ ṪἍ Ͽ↔╙ Ⱡ̑ .ѱѻשּׁ

Å ṒΌ ─ ╖ᴛ ╥ᾔӇѤ ᶛӧ ─

Å ᾐἶ ṪἍ╙ ─ ♬Ữ/ẋ♬Ữ ─ Ͽ⁵

Å ↕ ♪ἶ ᵑתּ ─ IP/ ᾅ /́♬ ṉ˿
Ͽ⁵

Å ṒΌ ṪἍ╙ ─ ♪ἶ ᾅ ╥
▫ụ♬Ṓ/ἵ┬▫/́♬ ♬Ṓ Ͽ⁵
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┬♇ἝἪ͙ḙ╥ֹ̕ו♠╬ṒΌ─ ṪἍ

SIEM ἹᴴἪ╥ ᵙᶷ ░ᴏ╙ ṪἍ′╪
─ ꜙᵆ Ṋ/┬♇ Ṋ ᵚ╙ ╬♠̕וֹ ṒΌ ─
ṪἍ

Exabeam╥ ŗThreat huntingò╘ ˠ Ṋ ṒΌ ╪ḿ
ᵙᾅ ʺ ῷѳ ˌṊ ┬♇ ἝἪ ṪἍ
╪ᵑ ṒΌ♣ᶷʺʺ ῷѱҗגҵ ẋ♬Ữ ─⁄
ҍ ╬ ḓ ҍ╞ ʺѫ

͙Ⱶ SIEM̓ ˉ╪ ṓ◌ ⁄ ҍ ᵑתּ ─
ὡר и╘ ᵙᶷ ▬Ἓ Ṭ ⅝

┬♇ἝἪ͙ḙ╥ֹ̕ו♠╬GUI Ⱡ̑╙ ṒΌ♣ᶷʺʺῷѱҗגҵᾐἶ ˭ṒΌ─ ╙
ḛ˸ ̆ҍ╞ ὡ▓ᾋѱѻ.
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┬♇╥♪ἶ ṪἍ╙ ▀ḙ ᾅ ἌḲ⅝ל/
ᵙᾅ ⁄ҍ ▫ҿṪᵆᵑ ἌḲ⁄ҍ⅝ל
ẋ♬Ữ♪ἶ תּ

́♬╥♪ἶ ṪἍ╙ ἌḲ╥Ἄẋᾅ⅝ל
́♬▫ҿṪᵆ

ϿṨל⅝▫ụ⁄ҍ ᾒֿפ♠╬ἵ┬▫╬ּתᵑ
͐♪⁄ụ▫⅝ל Ѥ┬♇╥ ─⁄ҍ ♬Ữ/ẋ♬Ữ
┬ᶴ▫ҿ תּ

┬♇╥♪ἶ ṪἍ╙ ̾(Privileged) 

┬♇,IT ̕ᵙ▫,DBA  ḓ▀ḙỢ↔▫Ṫᵆ

ҥ╪ ̓ ╙ ╥Ḉ▓ѤỮ ṪἍ


